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MotivationGood Se
urity ExpertsGood Se
urity Resear
h Why This TalkAbout the AuthorDis
laimers and CaveatsWhy This Talk?
There are lots of people who want to be
ome se
urity expertsMany of them would like to do presentationsMotivated people want to improve themselves and dointeresting work
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MotivationGood Se
urity ExpertsGood Se
urity Resear
h Why This TalkAbout the AuthorDis
laimers and CaveatsMy Quali�
ationsStarted studying se
urity in 1985 with book �Out of the InnerCir
le�Held 
omputer se
urity jobs in the military and �nan
ial se
torsHelped designed and build an IDS in small startup 
ompanyHave a book
ase full of se
urity & 
rypto booksAvid 
onsumer of se
urity info (presentations, 
onferen
es,blogs, papers)Writing an online book 
alled �Se
urity Con
epts� - 170 pagesso far Travis H. Good Se
urity Traits



MotivationGood Se
urity ExpertsGood Se
urity Resear
h Why This TalkAbout the AuthorDis
laimers and CaveatsMy La
k of Quali�
ations
Not a �name� - not famous in se
urity 
ir
les (yet?)Never been a pentesterNever been published in a peer-reviewed journal
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MotivationGood Se
urity ExpertsGood Se
urity Resear
h Why This TalkAbout the AuthorDis
laimers and CaveatsDis
laimers and Caveats
No hard fa
ts to ba
k up my opinionsBut I think many 
onsumers of se
urity information feel thiswayMy opinions are just that, feel free to have your own

Travis H. Good Se
urity Traits



MotivationGood Se
urity ExpertsGood Se
urity Resear
h Personality Chara
teristi
sA
tivitiesMotivationSe
urity 
an be a very 
omplex subje
tNot just a single �eld of study, but interse
ts with manyrelated dis
iplinesMastery of the various topi
s takes mu
h time and e�ortMany open problems are very di�
ult to solve whi
h is whythey're still openSu

essful people are unusually motivated, and not just bymoneyThey love the work Travis H. Good Se
urity Traits



MotivationGood Se
urity ExpertsGood Se
urity Resear
h Personality Chara
teristi
sA
tivitiesIntelligen
e
Most se
urity experts are really smart peopleIQ measures how qui
kly you 
an 
ome up with patterns, andtest them against realityThis maps rather well to many aspe
ts of se
urityHighly intelligent people don't ne
essarily have 
onsistentlybetter ideasThey just have more of them, and dis
ard the ones that su
k
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MotivationGood Se
urity ExpertsGood Se
urity Resear
h Personality Chara
teristi
sA
tivitiesDomain Knowledge
Se
urity experts tend to have extensive knowledge about their�eldThe a
tion tends to be at the bleeding edges (but not always)...where the se
urity impli
ations are not yet knownHard to break new ground if you aren't well steeped in thefundamentalsAne
dote: Bobby Fis
her
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MotivationGood Se
urity ExpertsGood Se
urity Resear
h Personality Chara
teristi
sA
tivitiesLateral Thinking
System designers build systems with 
ertain uses in mindExploitation involves 
oming up with uses that they didn'tanti
ipateGood defense means trying to think of all the ways it 
ould be(ab)usedAne
dotes: Gordian Knot, Bru
e LeeExamples: Lo
k Bumping, Side Channel Atta
ks
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MotivationGood Se
urity ExpertsGood Se
urity Resear
h Personality Chara
teristi
sA
tivitiesIntelle
tual Maveri
ksThe best se
urity experts are often non-
onformistsThey think about things that other people don'tThey think about things in ways that other people don'tThey question 
onventional wisdom, assumptions, and areskepti
al of 
laimsIf you don't have novel perspe
tives and ideas, you 
an'tdis
over anything newAne
dote: Bru
e S
hneier on identifying airline passengers
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urity Traits



MotivationGood Se
urity ExpertsGood Se
urity Resear
h Personality Chara
teristi
sA
tivitiesPatterns and Analogies
To some, genius is the ability to re
ognize similar patterns intwo di�erent 
ontextsSolutions in the old 
ontext might have similar solutions in thenew 
ontextExample: Slowloris vs SYN �ooding vs zero-length TCPwindows vs tarpitting
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MotivationGood Se
urity ExpertsGood Se
urity Resear
h Personality Chara
teristi
sA
tivitiesDaringIt helps to be 
on�dent enough that you'll �nd a solution tothe problem you're atta
kingThe really great work in o�ense demolishes things that peoplethought se
ureThe very a
t of publishing weaknesses in software is bold, andin the early days, 
ontroversialLo
kpi
king is still very 
ontroversialOther industries haven't grown up this way; for example,bringing up bumping with a lo
ksmith isn't likely to lead tointeresting 
onversationEx: Einstein's theory of relativity o�ended many 
ontemporaryphysi
ists Travis H. Good Se
urity Traits



MotivationGood Se
urity ExpertsGood Se
urity Resear
h Personality Chara
teristi
sA
tivitiesCuriousity
To most people, 
omputers are just a tool to do somethingThey don't 
are how it works, only that it doesSe
urity experts tend to be unnaturally 
uriousFirst about how things work(Next about how they 
an be made not to work)Ex: Feynman and the ants
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MotivationGood Se
urity ExpertsGood Se
urity Resear
h Personality Chara
teristi
sA
tivitiesParanoia
Call it what you will, paranoia, 
autiousness, 
onservativeness,late adopterI a
tually think it's a good unless it stops you from doinganythingHow 
an you re
ommend a se
urity measure that you yourselfwouldn't take?Experien
e in a
tually implementing these measures isinvaluable
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MotivationGood Se
urity ExpertsGood Se
urity Resear
h Personality Chara
teristi
sA
tivitiesThoroughness
Good se
urity resear
hers are thoroughThey don't stop at the �rst neat thing they �ndThey take the ideas and run with themLike �nding new territory and then thoroughly mapping it outEx: Yardley vs. Claude Shannon
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MotivationGood Se
urity ExpertsGood Se
urity Resear
h Personality Chara
teristi
sA
tivitiesContinual Self-Edu
ation
Tons of se
urity information out thereNeed to spend a lot of time �sharpening your saw�Oftentimes, your day job won't give you enough timeNeed to keep up with new te
hniques and te
hnologies�If I have seen far, it is be
ause I stood on the shoulders ofgiants�
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MotivationGood Se
urity ExpertsGood Se
urity Resear
h Personality Chara
teristi
sA
tivitiesNetworking
Your se
urity-enthusiast friends 
an a
t as information �ltersSend you high-quality information you wouldn't have foundotherwiseNew ideas are not just found in print but ofttimes in brainsEvery person has a unique perspe
tive on problems�To many eyes, all bugs are shallow�Story: Leonardo and Mi
haelangelo in Floren
e in 1450
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MotivationGood Se
urity ExpertsGood Se
urity Resear
hNoveltyThe reader or audien
e is reading to learn something newShannon Entropy measures the amount of �surprise� in a datastreamSome people 
all this a measure of informationThe more surprising a paper, the more �information� we havelearnedMinor tweaks to well-known things tend to make boringpresentationsExample: Euler's Formula: e i∗Π
=−1Travis H. Good Se
urity Traits



MotivationGood Se
urity ExpertsGood Se
urity Resear
hOther DomainsA paper whi
h applies knowledge from another domain to shednew light on se
urity problems is often very interesting.The people who do this are modern �Rennaisan
e Men�, beingfamiliar with more than one �eld of study.Example: Axelson's The Base Rate Falla
y in IDSExample: Forrest's Biologi
ally-Inspired Computer ImmuneSystemsExample: Anderson's Game Theory applied to Covert NetworksExample: Gutmann's appli
ation of psy
hology to UserInterfa
e Design Travis H. Good Se
urity Traits



MotivationGood Se
urity ExpertsGood Se
urity Resear
hSimpli
ityIn math, a shorter proof tends to be a better oneIn 
rypto, removing an assumption makes the proof strongerSoftware that is robust makes fewer assumptions about theenvironmentIn se
urity engineering, 
omplexity is the enemy of se
uritySimpler programs mean fewer pla
es to a

identally 
reatevulnerabilitiesSimple solutions also tend to be more surprising
Travis H. Good Se
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MotivationGood Se
urity ExpertsGood Se
urity Resear
hConsolidation
Not all work has to be novel to be useful/interestingSurvey papers summarize other people's worksBut by bringing all that information together, you save thereader timeBy bringing obs
ure information to people's attention, theymay still learn quite a bitSometimes 
omparing other works side-by-side yields newinsights
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MotivationGood Se
urity ExpertsGood Se
urity Resear
hPra
ti
alityA 
ryptographi
 atta
k whi
h takes more resour
es than areavailable on Earth might be of theoreti
al interest but notnearly as interesting as one anybody 
an perform with theirown resour
esA stri
tly theoreti
al paper on what 
ould be done is lessinteresting than an a
tual, working program that does itAn exploit against a very rare devi
e or program is lessinteresting than an exploit against very 
ommon devi
es orsoftwareA solution that requires vast or rare resour
es is lessinteresting than one whi
h requires very littleTravis H. Good Se
urity Traits



MotivationGood Se
urity ExpertsGood Se
urity Resear
hTimelessness
Papers whi
h introdu
e a new style of atta
k or analysis thatmight be appli
able to other problems tend to be moreinterestingPapers on a spe
i�
 te
hnology that won't be around very longare less interestingVulnerabilities that get pat
hed the next day tend to be lessinteresting than intrinsi
 problems without easy solutions
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MotivationGood Se
urity ExpertsGood Se
urity Resear
hSolves the Right Problem
Results whi
h speak to the 
urrent needs of a large group ofpeople tend to be more interesting than those whi
h don'tSe
urity solutions whi
h solve the wrong problem are lessuseful than those that solve the right oneEx: Authenti
ode, SET
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MotivationGood Se
urity ExpertsGood Se
urity Resear
hHumorSimply put, people like to be entertained as they're beingenlightenedHumor almost always involves some kind of surpriseSu

essful simple atta
ks against hard problems are oftenfunnyEx: Bi
 pen atta
k against Kryptonite lo
ksEx: Mark Tobias vs. the Cliq Ele
tro-Me
hani
al Lo
ksBeing able to laugh about things, or yourself, shows 
on�den
eand strength Travis H. Good Se
urity Traits



MotivationGood Se
urity ExpertsGood Se
urity Resear
hHard Work
People who do great work tend to work really hard at itHard problems 
all for great e�ortsSolving hard problems is more interesting than solving simpleonesSolutions to hard problems are often ingenious, and thusinteresting
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MotivationGood Se
urity ExpertsGood Se
urity Resear
hRequires Redesign
Hardly any non-trivial software gets written in perfe
t form the�rst timeJust like mathemati
al proofsGood solutions often evolve from earlier, weaker solutionsWriting and making good presentations often means rewritingthem
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MotivationGood Se
urity ExpertsGood Se
urity Resear
hCan Borrow
Nobody 
an invent everything from s
rat
hEveryone builds on other people's work, using their ideasBut you have to do enough novel work that it's not just aminor improvement�Good artists 
opy, but great artists steal�
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MotivationGood Se
urity ExpertsGood Se
urity Resear
hUtility
Good resear
h is usefulIn a
ademi
 
ir
les, rough measure is number of 
itationsIn blogs, one 
an 
ount linkba
ksOn web pages, you 
an 
ount referrers or hits
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Appendix For Further ReadingFor Further Reading I
P. Graham.Taste for Makers.http://www.paulgraham.
om/taste.html
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