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Firewalls

Keeping Bad Guys Out

But a real �rewall has to

let something in or out

Every astle must have
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What Really Is a Haker?

Most people only see super�ial details

A haker wants to understand the Matrix

Not neessarily maliious
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There Are Temptations

Sel�shness

Greed

Fear

Paranoia

Frustration

Anger

Revenge

Jealousy
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Coinidene? I think not.

Gandalf the White

Most powerful wizard in

Gondor

Whit�eld Di�e

Chief Seurity O�er at

Sun Mirosystems
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Words of Wisdom

As a kid you will meet bullies. As an

adult you an avoid them.

Do not worry; you will not be around

them for long.

Hene to �ght and onquer in all your

battles is not supreme exellene;

supreme exellene onsists in breaking

the enemy's resistane without �ghting.

� Sun Tzu, �The Art of War�
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What All the Words Mean

ryptography is enrypting your information so that other people

an't read it

ryptanalysis is trying to read other people's enrypted messages

ryptology is the study of both
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With Penil and Paper

Until Eighty Years Ago
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Modern Enryption Mahines

Almost Everything on the Internet

If you see these ions, your omputer is doing enryption
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Caesar Cipher Example

How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

Caesar Cipher

Replae input (B) with letter three to the right (E)

The number three is alled the key to the ipher

Wraps around

To derypt we do the reverse

ANT beomes DQW
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How Is This Math?

Cryptanalysis of Caesar Cipher
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Caesar Cipher Example

substitution table

plaintext ABCDEFGHIJKLMNOPQRSTUVWXYZ

iphertext DEFGHIJKLMNOPQRSTUVWXYZABC

example

plaintext THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG

iphertext WKH TXLFN EURZQ IRA MXPSV RYHU WKH ODCB GRJ
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Caesar Cipher Example

How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

Changing Symbols

We use 26 symbols (A-Z); this is alled our alphabet.

Nothing speial about it

For example, we ould number them:

A B C D E F G H I J K L M

00 01 02 03 04 05 06 07 08 09 10 11 12

N O P Q R S T U V W X Y Z

13 14 15 16 17 18 19 20 21 22 23 24 25

These are alled ordinal numbers.
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How Is This Math?

Cryptanalysis of Caesar Cipher
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Enrypting Using Numbers

1

Replae A with 0, B with 1, C with 2, ... Z with 25

2

Add the key (3) to eah number

3

Replae 0 with A, 1 with B, 2 with C, ... 25 with Z

But wait, what if we went over 25?

In that ase we subtrat 26 from the result

So 24 plus 3 is 27, but that's too high, so 27 - 26 = 1

This is alled �modular addition�.

For deryption, we subtrat the key k

If we go under zero, then we add 26
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Caesar Cipher Example

How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

How Is This Math?

If x is the plaintext and y is the iphertext, the equation we're using

is:

y = (x +3)mod 26

Or more generally, for a key k and an alphabet of n symbols:

y = (x + k)mod n

Deryption is similar:

x = (y − k)mod n
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Caesar Cipher Example

How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

Cryptanalysis of Caesar Cipher

enrypted message

Nwz akwzm ivl amdmv gmiza iow wz nibpmza jzwopb nwzbp wv

bpqa kwvbqvmvb, i vme vibqwv, kwvkmqdml qv tqjmzbg, ivl

lmlqkibml bw bpm xzwxwaqbqwv bpib itt umv izm kzmibml myit.

How an we read suh a message without knowing the key?
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Caesar Cipher Example

How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

Brute Fore Attak

enrypted message

Nwz akwzm ivl amdmv gmiza iow wz nibpmza jzwopb nwzbp wv

bpqa kwvbqvmvb, i vme vibqwv, kwvkmqdml qv tqjmzbg, ivl

lmlqkibml bw bpm xzwxwaqbqwv bpib itt umv izm kzmibml myit.

Brute fore attak tries all 26 possible keys (k=0. . . 25)

One of them will yield a readable message

Rest will still look enrypted
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Explanation

Caesar Cipher Example

How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

Frequeny Analysis

We know that e is the most ommon letter in English

Count whih is the most ommon letter in the message

That's probably the letter e in the original
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Explanation

Caesar Cipher Example

How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

Frequeny Analysis Example

There's 18 ourenes of the letter m

enrypted message

Nwz akwzm ivl amdmv gmiza iow wz nibpmza jzwopb nwzbp

wv bpqa kwvbqvmvb, i vme vibqwv, kwvkmqdml qv tqjmzbg, ivl

lmlqkibml bw bpm xzwxwaqbqwv bpib itt umv izm kzmibmlmyit.

Let y = ord(m) = 12, x = ord(e) = 4, and remember:

x = (y − k) (mod n)

4= (12− k)

k = (12−4) = 8
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Explanation

Caesar Cipher Example

How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

Frequeny Analysis Solution

enrypted message

Nwz akwzm ivl amdmv gmiza iow wz nibpmza jzwopb nwzbp wv bpqa

kwvbqvmvb, i vme vibqwv, kwvkmqdml qv Tqjmzbg, ivl lmlqkibml bw bpm

xzwxwaqbqwv bpib itt umv izm kzmibml myit.

derypted message

Four sore and seven years ago our fathers brought forth on this

ontinent, a new nation, oneived in Liberty, and dediated to the

proposition that all men are reated equal.
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Caesar Cipher Example

How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

How Do We Improve the Cipher?

How do we improve this ipher?

First, we need to identify the problems.

What was the problem with brute fore?
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One-to-One Funtions

Does This Solve Our Problem?

Cryptanalysis

Substitution Cipher

A substitution ipher maps from one alphabet to another

Can map from and to same alphabet, but srambled

substitution table

plaintext ABCDEFGHIJKLMNOPQRSTUVWXYZ

iphertext THEQUICKBROWNFXJMPDVRLAZYG
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One-to-One Funtions

Does This Solve Our Problem?

Cryptanalysis

One-to-One Funtions

This is known as a one-to-one funtion, or a mapping, or

permutation

Maps one input letter to exatly one output letter

And vie-versa
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One-to-One Funtions

Does This Solve Our Problem?

Cryptanalysis

Does This Solve Our Problem?

Caesar ipher had only 26 possible keys

How many does a substitution ipher have?
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Does This Solve Our Problem?

Cryptanalysis

How Many Ways to Sramble 26 Letters?

First letter may map to any of the 26 letters

Seond letter may map to 25 remaining letters

Third letter may map to any of 24 remaining

Do you see a pattern?
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Does This Solve Our Problem?

Cryptanalysis

It's a Fatorial!

26⋆ (25⋆ (24...)) = 26!

26! = 403291461126605635584000000

That's how many possible mappings there are

so obviously that's too many for brute-fore attak

Travis H. Math Rules Cyberspae



Computer Seurity

Cryptology

Caesar Cipher

Substitution Ciphers

More Advaned Ciphers

One-to-One Funtions

Does This Solve Our Problem?

Cryptanalysis

It's a Fatorial!

26⋆ (25⋆ (24...)) = 26!

26! = 403291461126605635584000000

That's how many possible mappings there are

so obviously that's too many for brute-fore attak

Travis H. Math Rules Cyberspae



Computer Seurity

Cryptology

Caesar Cipher

Substitution Ciphers

More Advaned Ciphers

One-to-One Funtions

Does This Solve Our Problem?
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Sample Substitution

enrypted message

LIVITCSWPIYVEWHEVSRIQMXLEYVEOIEWHRXEXIPFEMVEWHKVSTYLXZIXLIKIIXPIJVSZEYPERRGERIM

WQLMGLMXQERIWGPSRIHMXQEREKIETXMJTPRGEVEKEITREWHEXXLEXXMZITWAWSQWXSWEXTVEPMRXRSJ

GSTVRIEYVIEXCVMUIMWERGMIWXMJMGCSMWXSJOMIQXLIVIQIVIXQSVSTWHKPEGARCSXRWIEVSWIIBXV

IZMXFSJXLIKEGAEWHEPSWYSWIWIEVXLISXLIVXLIRGEPIRQIVIIBGIIHMWYPFLEVHEWHYPSRRFQMXLE

PPXLIECCIEVEWGISJKTVWMRLIHYSPHXLIQIMYLXSJXLIMWRIGXQEROIVFVIZEVAEKPIEWHXEAMWYEPP

XLMWYRMWXSGSWRMHIVEXMSWMGSTPHLEVHPFKPEZINTCMXIVJSVLMRSCMWMSWVIRCIGXMWYMX

So how would you ryptanalyze this?
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Computer Seurity

Cryptology

Caesar Cipher

Substitution Ciphers

More Advaned Ciphers

One-to-One Funtions

Does This Solve Our Problem?

Cryptanalysis

English Letter Frequeny Distribution

Remember frequeny

analysis?

Most ommon letters are:

ETAOINSHRDLCU...
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Computer Seurity

Cryptology

Caesar Cipher

Substitution Ciphers

More Advaned Ciphers

One-to-One Funtions

Does This Solve Our Problem?

Cryptanalysis

English Bigram Distribution

bigrams are pairs of letters

most ommon is �th�, followed by �he�, and others
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Computer Seurity

Cryptology

Caesar Cipher

Substitution Ciphers

More Advaned Ciphers

One-to-One Funtions

Does This Solve Our Problem?

Cryptanalysis

English Trigram Distribution

trigrams are three letters in a row

most ommon is �the�, followed by �and�, �tha�, et.
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Computer Seurity

Cryptology

Caesar Cipher

Substitution Ciphers

More Advaned Ciphers

One-to-One Funtions

Does This Solve Our Problem?

Cryptanalysis

Attaking It 1

enrypted message

LIVITCSWPIYVEWHEVSRIQMXLEYVEOIEWHRXEXIPFEMVEWHKVSTYLXZIXLIKIIXPIJVSZEYPERRGERIM

WQLMGLMXQERIWGPSRIHMXQEREKIETXMJTPRGEVEKEITREWHEXXLEXXMZITWAWSQWXSWEXTVEPMRXRSJ

GSTVRIEYVIEXCVMUIMWERGMIWXMJMGCSMWXSJOMIQXLIVIQIVIXQSVSTWHKPEGARCSXRWIEVSWIIBXV

IZMXFSJXLIKEGAEWHEPSWYSWIWIEVXLISXLIVXLIRGEPIRQIVIIBGIIHMWYPFLEVHEWHYPSRRFQMXLE

PPXLIECCIEVEWGISJKTVWMRLIHYSPHXLIQIMYLXSJXLIMWRIGXQEROIVFVIZEVAEKPIEWHXEAMWYEPP

XLMWYRMWXSGSWRMHIVEXMSWMGSTPHLEVHPFKPEZINTCMXIVJSVLMRSCMWMSWVIRCIGXMWYMX

I was most ommon letter, XL most ommon bigram, XLI

most ommon trigram

Guessed that XLI=the
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Computer Seurity

Cryptology

Caesar Cipher

Substitution Ciphers

More Advaned Ciphers

One-to-One Funtions

Does This Solve Our Problem?

Cryptanalysis

Attaking It 2

enrypted message

heVeTCSWPeYVaWHaVSReQMthaYVaOeaWHRtatePFaMVaWHKVSTYhtZetheKeetPeJVSZaYPaRRGaReM

WQhMGhMtQaReWGPSReHMtQaRaKeaTtMJTPRGaVaKaeTRaWHatthattMZeTWAWSQWtSWatTVaPMRtRSJ

GSTVReaYVeatCVMUeMWaRGMeWtMJMGCSMWtSJOMeQtheVeQeVetQSVSTWHKPaGARCStRWeaVSWeeBtV

eZMtFSJtheKaGAaWHaPSWYSWeWeaVtheStheVtheRGaPeRQeVeeBGeeHMWYPFhaVHaWHYPSRRFQMtha

PPtheaCCeaVaWGeSJKTVWMRheHYSPHtheQeMYhtSJtheMWReGtQaROeVFVeZaVAaKPeaWHtaAMWYaPP

thMWYRMWtSGSWRMHeVatMSWMGSTPHhaVHPFKPaZeNTCMteVJSVhMRSCMWMSWVeRCeGtMWYMt

heVe = here, Rtate = state, atthattMZe = atthattime

means V=r, R=s, M=i, Z=m
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Computer Seurity

Cryptology

Caesar Cipher

Substitution Ciphers

More Advaned Ciphers

One-to-One Funtions

Does This Solve Our Problem?

Cryptanalysis

Attaking It 3

enrypted message

hereTCSWPeYraWHarSseQithaYraOeaWHstatePFairaWHKrSTYhtmetheKeetPeJrSmaYPassGasei

WQhiGhitQaseWGPSseHitQasaKeaTtiJTPsGaraKaeTsaWHatthattimeTWAWSQWtSWatTraPistsSJ

GSTrseaYreatCriUeiWasGieWtiJiGCSiWtSJOieQthereQeretQSrSTWHKPaGAsCStsWearSWeeBtr

emitFSJtheKaGAaWHaPSWYSWeWeartheStherthesGaPesQereeBGeeHiWYPFharHaWHYPSssFQitha

PPtheaCCearaWGeSJKTrWisheHYSPHtheQeiYhtSJtheiWseGtQasOerFremarAaKPeaWHtaAiWYaPP

thiWYsiWtSGSWsiHeratiSWiGSTPHharHPFKPameNTCiterJSrhisSCiWiSWresCeGtiWYit

remarA = remark, and so on...
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Computer Seurity

Cryptology

Caesar Cipher

Substitution Ciphers

More Advaned Ciphers

One-to-One Funtions

Does This Solve Our Problem?

Cryptanalysis

Done

derypted message

hereuponlegrandarosewithagraveandstatelyairandbroughtmethebeetlefromaglassasei

nwhihitwasenloseditwasabeautifulsarabaeusandatthattimeunknowntonaturalistsof

ourseagreatprizeinasientifipointofviewthereweretworoundblakspotsnearoneextr

emityofthebakandalongoneneartheotherthesaleswereexeedinglyhardandglossywitha

lltheappearaneofburnishedgoldtheweightoftheinsetwasveryremarkableandtakingall

thingsintoonsiderationiouldhardlyblamejupiterforhisopinionrespetingit

Add spaes between words, and...
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Computer Seurity

Cryptology

Caesar Cipher

Substitution Ciphers

More Advaned Ciphers

One-to-One Funtions

Does This Solve Our Problem?

Cryptanalysis

Adding Spaes

derypted message

Hereupon Legrand arose, with a grave and stately air, and brought me the beetle from a glass

ase in whih it was enlosed. It was a beautiful sarabaeus, and, at that time, unknown to

naturalists�of ourse a great prize in a sientifi point of view. There were two round blak

spots near one extremity of the bak, and a long one near the other. The sales were

exeedingly hard and glossy, with all the appearane of burnished gold. The weight of the

inset was very remarkable, and, taking all things into onsideration, I ould hardly blame

Jupiter for his opinion respeting it.

Abraadbra, we're done.

How do we solve this? Well, enturies of minor innovations

oured... you'll have to read up on them yourself (hint:

Wikipedia).
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Computer Seurity

Cryptology

Caesar Cipher

Substitution Ciphers

More Advaned Ciphers

The Manhattan Projet Cipher

Cut out two 11x11 squares of graph paper

Number them 0..9 along X and Y axes; this gives you a 10x10

grid

Put letters these number of times in the same plae on eah

grid

A 8, B 1, C 3, D 4, E 13, F 2, G 2, H 6, I 7, J 1, K 1, L 4, M

2, N 6, O 7, P 2, Q 1, R 6, S 6, T 9, U 2, V 1, W 2, X 1, Y 2,

Z 1

Enrypt by piking a letter at random, then writing down the

X, Y oordinates (ommas are not neessary)
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