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Problem Statement

Have multiple mahines in multiple loations

Wish to seure as muh tra� between them as possible

For extra redit, assume heterogeneous OSes

Solution should be as transparent as possible

Solution should work with NAT

For extra redit, support non-NAT-able protools
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Multiple Mahines

You're all hakers, so you probably already have multiple

mahines

Redundany (esp. DNS, SMTP)

Segregate funtions to minimize impat of a system

ompromise
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Multiple Loations

Systems at home on heap providers (and thus, dynami IPs)

Hosted or o-loated servers at remote data enters:

Good bandwidth

Better onnetivity

Stati IPs

Laptop whih ould be used at any wi� hotspot

Travis H. Creating VPN Overlay Networks



Motivation

Basi Conepts

VPN Tehnologies

VPN Con�guration

DNS Con�guration

Seuring the VPN

Summary

Abstrat Problem

Nie Side E�ets

Conrete Problem

Heterogeneous OSes

Flexibility is nie in general

Not all software is available for (your favorite OS here)

You may have limited hoies of OSes that a hosting provider

will install
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Transpareny

Many solutions require users to hange their behavior

This is unreliable

Seurity is used most often when it requires no extra e�ort

Goal: To seure the tra� without requiring user to hange

how he works
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Working With NAT

Native IPv6 isn't available from most residential ISPs

IPv6 tunnels add to lateny, provide points for entralized

monitoring

Paying for multiple stati IPv4s an be priey

NAT is a very ost-e�ient kluge
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Non-NAT-able Protools

Certain protools embed IP addresses in the layer 7 data

FTP, talk, IRC DCC, SIP, et.

It sure would be nie to be able to use them within the VPN's

borders
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Seuring Tra�

Many protools (e.g. telnet) are impossible to enrypt at

appliation level

Some protools (e.g. SMTP) are possible to enrypt but takes

e�ort on a per-node basis

By VPNing the mahines together, we seure all tra�

between our systems
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Dynami IP Resiliene

When you pik up a laptop and move to another hot spot, all

your onnetions die

This need not be neessary when using VPNs
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Untrusted WLANs

Wi� networks are notoriously easy to sni� or tamper with

Allow for tunnelling all of laptop tra� to another host

Now we don't are about the seurity of the WLAN
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Browsing on Untrusted Networks

If you rely on browser proxies to seure your tra�

It may be a good idea to set your home page to about:blank or

a �le on the loal �le system

This allows you to start up your browser safely so that you an

on�gure the proxy

It also prevents exposing non-seure ookies to the untrusted

network
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Untrusted ISPs

ISPs are starting to deploy Deep Paket Inspetion (DPI)

devies

DPI allows for monitoring and tampering with data stream

Same threats as untrusted WLAN

Allow for tunnelling all home network tra� to another host
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Extending The VPN

Seuring tra� between our own systems is a good idea

Why not extend that to seure tra� between ourselves and

our friends?

By o�ering some servies suh as video over SIP, we an have

e.g. seure videoonferening
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Thwarting Eavesdropping

When you're done it's easy to do almost everything over the

VPN

This means that eavesdroppers only see VPN tra�, don't

know what it is
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Impliations of Having VPN

If your VPN is reliable enough, you an now �rewall o� e.g.

SSH

Instead, you SSH over the VPN

Neatly eliminates exposure to SSH �aws or password guessing
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Conrete Senario

For onreteness, let's assume the following senario:

Network omposed of four mahines (A,B,G,L) and one

network (H)

Two servers (A, B) at geographially dispersed loations

One home network (H) with a gateway (G), one laptop (L)
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Conrete Senario
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Why Two Servers?

Nearly eliminates single point of failure (SPOF)

Allows for geographially redundant servies (DNS, SMTP)

Don't have to trust other people with these ritial servies

Quote

We ontrol the horizontal, and the vertial.

� The Outer Limits
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VPN IP Addresses

Every VPN solution I've used requires distint IP addresses for

the VPN

Every host has its normal IP address and a VPN IP address

But what addresses should we use?
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RFC 1918

lass A: 10.0.0.0 - 10.255.255.255 (10/8)

lass B: 172.16.0.0 - 172.31.0.0 (172.16/12)

lass C: 192.168.0.0 - 192.168.255.255 (192.168/16)

But whih to use?
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Unused IP Range

If there is a on�it between VPN IPs and �real� (non-VPN)

IPs, you will have problems

Routing tables will have two routes with same network address

VPN will not work if loal LAN has same range

Your systems won't know whih interfae to route on
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Use of RFC 1918

192.168.0.0/24 and 192.168.1.0/24 often used by wireless

routers

10.0.0.0/24 and 10.1.1.0/24 used by ompanies and some

ISPs

NOTE: TW/RR is known to expose 10.0.0.0/24 to ustomers

as default routes!
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Piking IP Bloks

It appears that the �lass B� is used least frequently

When you need a network, randomly selet a /24 from RFC

1918 lass B addresses
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IPSEC With Stati Keys

Simplest on�guration (for IPSe)

Most IPSe VPNs are on�gured this way

Similar to the way WLANs are on�gured

Not very seure, we an do better
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Stati Key Tradeo�s

Advantages:

Simple to on�gure (as IPSe goes)

Most ompatible IPSe on�guration

Disadvantages:

Every node knows the shared key, so every node an

impersonate every other node

Compromise of one node means having to re-key the entire

network
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ISAKMPD

The hotness from OpenBSD

Manages keys for IPSe

Uses Keynote trust management system

Available on Linux

Can detet going through NAT and automagially enable

IPSe-in-UDP enapsulation

Provides �Perfet Forward Serey� (PFS)
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ISAKMPD Disadvantages

Only available on OpenBSD and Linux - no Windoze, Ma,

Ciso

Unreliable on Linux

Very di�ult to on�gure (esp. with x.509 erti�ates)

Nearly impossible to troubleshoot (esp. on Linux)
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IPSe Summary

Complex[4℄

Di�ult to on�gure

Very di�ult to troubleshoot

Generally relies upon seperate IP protools ESP and AH whih

may not pass through some network devies

Generally does not play well with NAT
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SSH Tunnelling

Generally Speaking

SSH is a TCP-based protool, onnetion-oriented

Require a speial proedure to establish a onnetion, similar

to having to dial a modem

Unstable, onnetions broken due to:

Network problems

Changing soure IPs

Can be made to reonnet automatially with autossh
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TCP over TCP

This VPN Is Problemati

Lose some MTU due to TCP protool overhead

Tunnelling TCP over TCP an lead to exessive retransmission

after TCP timeouts

This gradually reates more and more retransmissions, leading

to loss of e�ieny
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SSH Port Forwarding

Easy to on�gure; AllowTpForwarding defaults to yes

Users tend to get loal and remote sides onfused

Non-transparent: Must remember to onnet to a ertain port

on loalhost instead of the intended destination

Audit Unfriendly: When logging a onnetion, soure IP

address is wrong

Point solution: must on�gure a tunnel for every destination

host/port ombination

Supports forwarding TCP only! UDP goes out as normal.
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Dynami Port Forwarding With SSH

Works as SOCKS v4/5 proxy

Non-universal: Requires that lient appliations be SOCKSi�ed

Still only works with TCP

Tip: Set network.proxy.soks_remote_dns = true in

about:on�g to tunnel DNS through SOCKS
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Layer 2/3 Forwarding With OpenSSH

Dark Horse VPN andidate

Allows you to route (layer 3) or bridge (layer 2) onnetions

over OpenSSH

Controlled by PermitTunnel sshd_on�g entry

Uses TUN devie

Usability: requires manually on�guring IPs and routes

through tunnel
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OpenVPN

OpenVPN[1℄ is built around OpenSSL and the TUN/TAP

drivers

It uses UDP by default, but an use TCP

Can work on any port to evade port-based �ltering

Very easy to on�gure

Supports easily alling external programs on ertain events,

making ustomization trivial
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OpenVPN Drawbaks

Although it uses UDP, it relies upon lient/server model

Tunnels are point-to-point

Not lear how to on�gure overlay without a entral node

(SPOF)
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Hub Con�guration

Extending The Network

Terminology

hub The entral VPN server for the network.

ore network Those systems whih talk diretly to the hub.

extension network Those systems whih talk to the hub only

through a gateway whih is on the ore network.
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The Core Network

1

Pik a random /24 for all nodes in the ore. We use

172.20.219.0/24.

2

Pik one of the servers to use as the hub. We use A. Assign it

172.20.219.1.

3

Every system in the ore needs to be assigned an IP address

from this IP range. OpenVPN uses two IPs for every

point-to-point onnetion, so only use odd addresses. E.G:

4

Node B might be 172.20.219.3.

5

Node G might be 172.20.219.5.
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Certi�ate Creation

With Easy-RSA Sripts

edit �le �vars�

./build-dh

./build-a

./build-key-server A

./build-key-server B
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Certi�ate Creation

Other Options

Graphial CA software:

tinya2

xa
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Hub Con�guration

IP Forwarding

BSD:

systl net.inet.ip.forwarding=1

enable same in /et/systl.onf

Linux:

eho 1 > /pro/sys/net/ipv4/ip_forward

enable same in /et/r.loal
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OpenVPN Basis

proto udp

dev tun0

a a.rt

ert hostname.rt

key hostname.key

dh dh2048.pem

server 172.20.219.1 255.255.255.0

verb 3
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OpenVPN Extras

Numerous useful options:

�oat Allows remote peers to hange IP addresses at will

w/o restarting tunnel

ifon�g_pool_persist Gives lients the same IP eah time they

ome bak

lient-to-lient Allows ore lients to ommuniate with eah other

through hub

omp-lzo Enable adaptive ompression on link

persist-tun follow the DNS name of the server if it hanges its IP

address

keepalive 10 120 keep a onnetion through a NAT router/�rewall

alive
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Extending The Network

Network Planning

Eah extended network needs unique VPN IP blok

Pik at random: 172.26.238.0/24

Must not on�it with real IPs or other VPN IPs

This means that extension networks may need renumbering

Easiest to do if you use DHCP and DNS internally
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Extending The Network

Internal DHCP and DNS

Assign stati IPs in 172.26.238.0/24 (randomly hosen)

If you have to renumber, it may be best to on�gure DNS and

DHCP on H network

We'll get bak to this later
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Extending The Network

Implementation

Turn on IP forwarding in the gateway host (G)

That's the only hange on the lient side!
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Extension Networks

Hub Global Con�guration

push "route 172.26.238.0 255.255.255.0"

route 172.26.238.0 255.255.255.0

lient-on�g-dir d
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Extension Networks

Client Con�g Diretory

iroute 172.26.238.0 255.255.255.0

ifon�g-push 172.20.219.5 172.20.219.1
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Con�guring DNS

We've got an IP-layer network set up.

Can use VPN based on IP addresses all we want. Could stop

here!

Next step for usability is to on�gure DNS for this network

This involves reating bogus domains

Let's all our bogus TLD mine

We'll put all ore VPN nodes in a SLD alled .mine
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Con�guring DNS

Hub Changes For Forward DNS

Make A authoritative for mine, .mine:

zone "mine" { type master; �le "mine"; };

zone ".mine" { type master; �le ".mine"; };

mine will only delegate to SLDs

In this ase, the name server for mine and .mine should be A

.mine will map hostnames to ore VPN IPs
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Con�guring DNS

Hub Changes For Reverse DNS

Reverse DNS isn't required but is nie for logging purposes

Make A authoritative for reverse DNS zone

zone "219.20.172.IN-ADDR.ARPA" { type master; �le

"172.20.219"; };

This should map VPN IPs bak into hostname..mine

Make A the o�ial nameserver for this zone

Now we have DNS on�gured minimally!
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Con�guring DNS

Adding DNS Redundany

Now on�gure the other server B as your DNS bakup

zone "mine" { type slave; �le "mine"; masters { 172.20.219.1;

}; };

zone ".mine" { type slave; �le ".mine"; masters {

172.20.219.1; }; };

zone "219.20.172.IN-ADDR.ARPA" { type slave; �le

"172.20.219"; masters { 172.20.219.1; }; };

Make B another name server for all three zone �les
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Con�guring DNS

Resolver Con�guration

Need to think about how DNS lookups are performed

Every node on VPN needs to have its resolv.onf point to a

DNS server that has been on�gured to know about these

bogus domains
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Con�guring DNS

Simplest Solution

Con�gure all resolv.onf �les to point to A and B's VPN IPs

nameserver 172.20.219.1

nameserver 172.20.219.3

Disadvantages:

slow

nothing will work if VPN onnetion is down
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Con�guring DNS

Best Solution

For every node in the ore, on�gure its DNS server to slave

that domain from A

This is done identially to the hanges we did on B earlier

It is not neessary to slave .mine beause mine already

delegates to A and B as .mine's name server

However it ould be useful for performane to �ahe� the

zone loally
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Bogus Domain Con�guration

Resolver Searh Paths

Now we an use fully-quali�ed (bogus) domain names for all

purposes

The next step is to make it easier to use bogus domain names

than normal ones

This is done with �searh� ommand in /et/resolv.onf

searh .mine yourdomain.tld

Now you an aess any ore VPN host using only its

hostname!
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DNS For Extension Networks

Run two DNS servers internally (master M, slave S)

Create a bogus SLD, like h.mine with M and S as name

servers

Delegate this domain to them in the mine TLD

Also delegate reverse DNS zones

By segregating zone �les eah extension network an be

independently administered

Add h.mine to searh paths in /et/resolv.onf
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DHCP For Extension Networks

Optional But Makes Renumbering Easy

Run two DHCP servers internally (primary, seondary)

Assign DNS names based on MAC address

DHCP server is smart enough to resolve them to IPs when

assigning to lients

Makes renumbering the network easy; just hange DNS and

reboot every system
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DHCP For Extension Networks

Optional But Makes Resolver Con�guration Easy

Using DHCP, we an set the searh path and name servers for

all lients on the LAN

Avoids manually on�guring /et/resolv.onf on every host on

the extension network
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Firewall Con�guration

DNS Seurity
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NTP

Most people never onsider it

Essential for seurity log orrelation

OpenVPN uses timestamps in the protool to detet

baktraking

Set it up on A and B, peer with eah other

Also on�gure it to use publi NTP servers

Can be done over VPN IPs but will inrease jitter and lateny

Set it up on every node in VPN, use ore systems as servers
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Syslog

It an be handy to have every node syslog to a entral logging

host

Remote logging an help forensis if a mahine is ompromised

and logs wiped

De�nitely want to do this using VPN domain names or IPs

Easy to do:

*.* �loghost..mine
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OpenVPN Hardening

Mis Commands

user _openvpn Run as pseudo-user _openvpn

group _openvpn Run in speial group _openvpn

persist-key Keep the key �le desriptor open aross restarts

Travis H. Creating VPN Overlay Networks



Motivation

Basi Conepts

VPN Tehnologies

VPN Con�guration

DNS Con�guration

Seuring the VPN

Summary

NTP

Syslog

OpenVPN Hardening

Firewall Con�guration

DNS Seurity

SSH

OpenVPN Hardening

MITM Protetion

Want to keep other nodes from impersonating the server

In eah lient, on�gure the following:

remote-ert-tls server For reent versions of OpenVPN

ns-ert-type server For older versions of OpenVPN
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OpenVPN Hardening

Crypto Enhanements - Ciphers

openvpn �show-iphers

Pik the strongest one that all your nodes support

I reommend: ipher AES-256-CBC
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OpenVPN Hardening

Crypto Enhanements - Digests

openvpn �show-digests

Pik the strongest one that all your nodes support

I reommend: auth SHA512
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OpenVPN Hardening

Crypto Enhanements - TLS ipher

openvpn �show-tls

I reommend tls-ipher DHE-RSA-AES256-SHA
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OpenVPN Hardening

Crypto Enhanements - TLS auth

This is to require a symmetri key operation (HMAC) before

doing expensive publi-key

Mitigates CPU-based DoS

openvpn �genkey �seret tls-auth.txt

Seurely opy it to every node and add this to every on�g:

tls-auth tls-auth.txt
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OpenVPN Stealth

When You Want a Virtual Private Network

Change the default port to HTTPS, route through squid,

pretend to be Mozilla on W2k

port 443

proto tp-lient

http-proxy squidhost 3128

http-proxy-retry

http-proxy-option AGENT Mozilla/4.0 (ompatible; MSIE

4.01; Windows NT 5.0)
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OpenVPN Customization

Plaes You Can Invoke Custom Sripts

learn-address When the IP of a VPN partner hanges

iphange When the IP of the server hanges

lient-onnet When a lient onnets

lient-disonnet When a lient disonnets

up,down After on�guration of the TUN/TAP devie

down-pre Before shttting down the TUN/TAP devie

up-restart When tunnels are restarted up/down sripts are also

run
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VPN Perimeter

Every node whih diretly partiipates in the network forms

part of the perimeter.

These nodes should have roughly onsistent paket �lters

enabled

This prevents easy aess to other VPN nodes

These rules should be set up on the external interfaes

Should avoid aepting pakets destined for VPN IP ranges
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Hub Firewall

The entral node an perform aess ontrol between lients.

This will de�ne the maximum aess one lient has to another

This prevents easy �node hopping� one the outer perimeter is

breahed

These rules should be set up on the tun devie
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Gateway Firewalls

Gateway hosts (e.g. on home LAN) an do more �ltering on

tun devie

This allows eah extension network to de�ne what may or may

not be aessed from the VPN
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Name Exposure

These DNS zones an be available to everyone or only when

on VPN

If we don't expose any, then we must use IP addresses in

OpenVPN on�g �les

Safer to make these zones only visible one on VPN

But name lookups will fail if the VPN is down
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DNS Lokdown

Generally Speaking

Good referene on the net[6℄

Disable reursive queries

Restrit zone transfers to legal slaves

Disable queries from other mahines
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DNS Lokdown

De�ning ACLs

You an use ACLs to de�ne netbloks

al lients { loalhost; ::1; };

al orevpn { 172.20.219.0/24; }

al allvpn { 172.20.219.0/24; 172.26.238.0/24; };
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DNS Lokdown

Disabling Reursive Queries

options { allow-reursion { lients; }; };

This also helps prevent ahe poisoning and laundering

ommuniation through your DNS server
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DNS Lokdown

Restriting Zone Transfers

This de�nes who an download your entire zone �le

zone "mine" { allow-transfer { allvpn; lients; }; };
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DNS Lokdown

Disable Queries From Other Mahines

This de�nes who an make a query against your server

options { allow-query { loalhost; }; };

This states that VPN nodes and loalhost an query the bogus

TLD domain

zone "mine" { allow-query { allvpn; lients; }; };
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SSH Seurity

Already using AES256-CBC for VPN

Can use a faster ipher (blow�sh) for intra-VPN onnetions

This is superenryption (two di�erent iphers), muh better

than just one

SSH on�g �le:

Host *..mine

Cipher blow�sh
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Summary

VPNs provide a number of advantages to the

seurity-onsious user

They aren't that hard to on�gure
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For Further Reading I

OpenVPN Homepage

http://openvpn.net/

M. Feilner.

OpenVPN: Building and Integrating Virtual Private Networks

Pakt Publishing, 2006.

RFC 1918

http://www.faqs.org/rfs/rf1918.html

N. Ferguson, B. Shneier

A Cryptographi Evaluation of IPse

http://www.shneier.om/paper-ipse.html
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For Further Reading II

D. Mazzohio

Building VPNs on OpenBSD

http://www.kernel-pani.it/openbsd/vpn/index.html

J. Norish

DNS Basi Seurity Options

http://www.langfeldt.net/DNS-HOWTO/BIND-9/DNS-HOWTO-6.html
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