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Words of Wisdom

Do not meddle in the

a�airs of wizards, for

they are subtle and

qui
k to anger.

� J. R. R. Tolkein

Wizards 
an �ght, but they

prefer not to.
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ryptography is en
rypting your information so that other people


an't read it


ryptanalysis is trying to read other people's en
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When I was about your age, I lived here in Texas

My mother had a note on the 
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Modern En
ryption Ma
hines

Almost Everything on the Internet

If you see these i
ons, your 
omputer is doing en
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How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

Caesar Cipher

Repla
e input (B) with letter three to the right (E)

The number three is 
alled the key to the 
ipher

Wraps around

To de
rypt we do the reverse

ANT be
omes DQW
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Caesar Cipher Example

substitution table

plaintext ABCDEFGHIJKLMNOPQRSTUVWXYZ


iphertext DEFGHIJKLMNOPQRSTUVWXYZABC

example

plaintext THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG


iphertext WKH TXLFN EURZQ IRA MXPSV RYHU WKH ODCB GRJ
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Cryptanalysis of Caesar Cipher
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Changing Symbols

We use 26 symbols (A-Z); this is 
alled our alphabet.

Nothing spe
ial about it

For example, we 
ould number them:

A B C D E F G H I J K L M

00 01 02 03 04 05 06 07 08 09 10 11 12

N O P Q R S T U V W X Y Z

13 14 15 16 17 18 19 20 21 22 23 24 25

These are 
alled ordinal numbers.
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En
rypting Using Numbers

1

Repla
e A with 0, B with 1, C with 2, ... Z with 25

2

Add the key (3) to ea
h number

3

Repla
e 0 with A, 1 with B, 2 with C, ... 25 with Z

But wait, what if we went over 25?

In that 
ase we subtra
t 26 from the result

So 24 plus 3 is 27, but that's too high, so 27 - 26 = 1

This is 
alled �modular addition�.

For de
ryption, we subtra
t the key k

If we go under zero, then we add 26
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Caesar Cipher Example

How Is This Math?

Cryptanalysis of Caesar Cipher
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How Is This Math?

If x is the plaintext and y is the 
iphertext, the equation we're using

is:

y = (x +3)mod 26

Or more generally, for a key k and an alphabet of n symbols:

y = (x + k)mod n

De
ryption is similar:

x = (y − k)mod n
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How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

Cryptanalysis of Caesar Cipher

en
rypted message

Nw
z akwzm ivl amdmv gmiza iow w
z nibpmza jzw
opb nwzbp wv

bpqa kwvbqvmvb, i vme vibqwv, kwvkmqdml qv tqjmzbg, ivl

lmlqkibml bw bpm xzwxwaqbqwv bpib itt umv izm kzmibml my
it.

How 
an we read su
h a message without knowing the key?
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How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

Brute For
e Atta
k

en
rypted message

Nw
z akwzm ivl amdmv gmiza iow w
z nibpmza jzw
opb nwzbp wv

bpqa kwvbqvmvb, i vme vibqwv, kwvkmqdml qv tqjmzbg, ivl

lmlqkibml bw bpm xzwxwaqbqwv bpib itt umv izm kzmibml my
it.

Brute for
e atta
k tries all 26 possible keys (k=0. . . 25)

One of them will yield a readable message

Rest will still look en
rypted
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How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

Frequen
y Analysis

We know that e is the most 
ommon letter in English

Count whi
h is the most 
ommon letter in the message

That's probably the letter e in the original
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Explanation

Caesar Cipher Example

How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

Frequen
y Analysis Example

There's 18 o

uren
es of the letter m

en
rypted message

Nw
z akwzm ivl amdmv gmiza iow w
z nibpmza jzw
opb nwzbp

wv bpqa kwvbqvmvb, i vme vibqwv, kwvkmqdml qv tqjmzbg, ivl

lmlqkibml bw bpm xzwxwaqbqwv bpib itt umv izm kzmibmlmy
it.

Let y = ord(m) = 12, x = ord(e) = 4, and remember:

x = (y − k) (mod n)

4= (12− k)

k = (12−4) = 8

Travis H. Math Rules Cyberspa
e



Computer Se
urity

Cryptology

Caesar Cipher

Substitution Ciphers

Explanation

Caesar Cipher Example

How Is This Math?

Cryptanalysis of Caesar Cipher

Improving the Cipher

Frequen
y Analysis Solution

en
rypted message

Nw
z akwzm ivl amdmv gmiza iow w
z nibpmza jzw
opb nwzbp wv bpqa

kwvbqvmvb, i vme vibqwv, kwvkmqdml qv Tqjmzbg, ivl lmlqkibml bw bpm

xzwxwaqbqwv bpib itt umv izm kzmibml my
it.

de
rypted message

Four s
ore and seven years ago our fathers brought forth on this


ontinent, a new nation, 
on
eived in Liberty, and dedi
ated to the

proposition that all men are 
reated equal.
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How Do We Improve the Cipher?

How do we improve this 
ipher?

First, we need to identify the problems.

What was the problem with brute for
e?
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Does This Solve Our Problem?

Substitution Cipher

A substitution 
ipher maps from one alphabet to another

Can map from and to same alphabet, but s
rambled

substitution table

plaintext ABCDEFGHIJKLMNOPQRSTUVWXYZ


iphertext THEQUICKBROWNFXJMPDVRLAZYG
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tions

Does This Solve Our Problem?

One-to-One Fun
tions

This is known as a one-to-one fun
tion, or a mapping, or

permutation

Maps one input letter to exa
tly one output letter

And vi
e-versa
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Does This Solve Our Problem?

Caesar 
ipher had only 26 possible keys

How many does a substitution 
ipher have?
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One-to-One Fun
tions

Does This Solve Our Problem?

How Many Ways to S
ramble 26 Letters?

First letter may map to any of the 26 letters

Se
ond letter may map to 25 remaining letters

Third letter may map to any of 24 remaining

Do you see a pattern?
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Does This Solve Our Problem?

It's a Fa
torial!

26⋆ (25⋆ (24...)) = 26!

26! = 403291461126605635584000000

That's how many possible mappings there are

so obviously that's too many for brute-for
e atta
k
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